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Introduction
Both in court and before the United States Congress, the
US Department of Justice (DoJ) has recently advocated
for the legal right to serve production orders on US
companies for data under their control that is digitally
stored abroad. In May 2017, a DoJ representative
testified before Congress in strong support of the
International Communications Privacy Act (ICPA), a bill
that would extend the government’s reach over US
companies’ overseas electronic storage.[2] On 23 June,
the DoJ filed a petition for a writ of certiorari with the
US Supreme Court to challenge the ruling in the
landmark Microsoft Corp v US (‘Microsoft’) case, which
curtailed the DoJ’s ability to obtain extraterritorially
stored data.[3] The Supreme Court granted the petition
on 16 October 2017 and will hear the case during the
2017–2018 term. At this time, the US law and, by
extension, international law in this area remain far from
settled.
In the Microsoft case decided last year,[4] the Second
Circuit Court of Appeals (‘Second Circuit’) agreed with
Microsoft that a US warrant compelling Microsoft to
produce messages from a customer’s email account did
not apply to data stored in Ireland. Specifically, the
Second Circuit held that forcing Microsoft to produce
the overseas emails would constitute an unlawful
extraterritorial application of the relevant US law, the
1986 Stored Communications Act (SCA). The two main
arguments relied upon by the Second Circuit’s opinion
were: (1) the fact that Congress did not intend for the
warrant provisions of the SCA to have extraterritorial
power; and (2) that the enforcement of the warrant
constituted an unlawful extraterritorial application of the
SCA, as the data was stored in a server in Dublin. The
DoJ, however, challenged this finding, petitioning the
Second Circuit to rehear the case en banc. This effort
ultimately failed at the appeals court level, but resulted
in a judicial split that likely spurred the DoJ to now bring
the case before the Supreme Court.
Despite the limited scope and future uncertainty of the
Second Circuit’s Microsoft decision, Microsoft and a
number of other internet service providers are applying
the decision across the US and are refusing to provide
data stored abroad to the US authorities on the basis of
SCA warrants.[5]
The results of the Microsoft decision are therefore far
reaching, not only for US authorities but for
investigators and prosecutors around the globe that rely
greatly on Mutual Legal Assistance Treaty requests to
the US to provide, inter alia, emails from US service
providers such as Gmail (Google), Hotmail (Microsoft)
and Yahoo!. If US authorities are no longer able to
expediently obtain these emails via a warrant to US
companies when they are stored outside US borders,
this could potentially harm many foreign investigations
and may, in time, lead to financially damaging data
localisation laws for US internet service providers that
offer their services in foreign countries.
Under the circumstances, it may be instructive to
compare the decision of the Second Circuit with two
rulings on similar matters from the Dutch and Belgian
Courts, in which a different conclusion was reached
regarding the question of whether the enforcement of a
production order regarding data stored abroad
constitutes an unlawful extraterritorial application of a
coercive measure. After placing these rulings side by side
this article will proceed to analyse them in light of the
2001 Cybercrime Convention to provide some insight
into a more international view of the lawfulness of
production orders regarding content stored abroad.

Ruling of the US Second Circuit
In reaching its conclusion that the Microsoft warrant
was an unlawful extraterritorial application of a coercive
measure, the Second Circuit applied the two-part test
for extraterritoriality from the Supreme Court’s opinion
in Morrison v National Australia Bank (‘Morrison’)[6] to
the relevant SCA provisions. This test first has a court
determine whether the provision contemplates any
extraterritorial application; if such is not the case, the
court must then assess whether the application is
extraterritorial by identifying the statute’s ‘focus’.
Under the Morrison test, the Second Circuit determined
that the warrant provisions of the SCA do not
contemplate or permit extraterritorial application and
that the use of the term‘warrant’ in the provision, with
all its historical legal connotations, emphasises the
domestic boundaries of the provision. Having resolved
this first part of the test, the Second Circuit turned to
the ‘focus’ of the statute itself. From the relevant text of
the SCA and corresponding legislative history, the
Second Circuit determined that the ‘focus’ of the statute
is the protection of users’ privacy interests.
The Second Circuit then concluded that the invasion of
the customer’s privacy takes place where the customer’s
data is accessed. As the data would be acquired from
the Dublin data centre, the conduct that fell within the
focus of the SCA would occur outside the US. The
Second Circuit therefore held that execution of the
warrant would be an unlawful extraterritorial application
of US law.

Ruling of the Belgian Supreme Court
In the landmark Yahoo! v Belgium case,[7] the Belgian
authorities had requested Yahoo! to provide subscriber
data regarding the identity of certain people who had
used their free Yahoo! email service to commit fraud in
Belgium. The authorities’ demand was based on Article
46bis of the Belgian Code of Criminal Procedure, which
stipulates that internet services providers operating on
Belgian soil are obliged, under certain circumstances, to
disclose subscriber information to the Belgian authorities
for the purposes of an investigation. Yahoo! had
argued, inter alia, that there was an unlawful
extraterritorial application of the coercive measure at
play, as the Belgian authorities were demanding data
from Yahoo! stored in the US and held by the US
company of Yahoo! Inc.
The Belgian Supreme Court found, in contrast to the US
ruling, that there was no question of extraterritorial
application of the coercive measure at play, even though
the information requested was stored outside Belgian
borders.
The Belgian Supreme Court noted that the measure was
only intended to force internet service providers
economically active on Belgian territory to cooperate
with law enforcement by providing subscriber
information regarding crimes that fall under Belgian
jurisdiction.[8] It further considered that the measure did
not require the presence of Belgian investigators abroad
or any material action to be taken by Belgian authorities
outside of its borders. Moreover, it considered that the
Belgian authorities were not demanding subscriber
information in the US from a US person, but were in
substance demanding subscriber information in Belgium
from a company economically active in Belgium. For all
these reasons, the Belgian Supreme Court held that
there was no extraterritorial application of the coercive
measure at hand.

Ruling of the Dutch District Court of
Overijssel
Although the higher Dutch courts have not given any
rulings that explicitly address the question of
extraterritoriality regarding production orders
concerning data stored abroad, the District Court of
Overijssel gave a verdict [on 1 February 2017] that could
be seen as indicative of the Dutch approach.[9] The case
regarded a production order for content data served to
a Dutch provider of fiscal cloud software. The requested
data was stored in servers in Ireland, rented by the
Dutch company from Amazon. The cloud software
provider had filed a complaint against the production
order to the Overijssel District Court.
The Overijssel District Court explicitly acknowledged that
the data requested under the production order was
stored in Ireland but failed to address any issues of
possible extraterritorial enforcement and declared the
complaint made by the cloud software provider
unfounded on other grounds.
The reason the Overijssel District Court did not even
address the issue of possible extraterritorial application
of the coercive measure most probably lies in the fact
that Dutch Legal history, which is the one of the main
sources Dutch courts use to explain the purport of Dutch
Law, seems to explicitly allow giving a production order
to a company based in the Netherlands concerning
information that is stored abroad.[10] A jurisdictional
conflict only arises, according to Dutch legal history,
when the execution of that order contravenes provisions
under the law of the state where the information is
stored, such as legally mandated privacy or
confidentiality obligations.[11]

Other states’ approaches
It may be noted that a large quantity of other Western
states also feel permitted to serve production orders to
companies residing within their borders regarding
information stored outside their borders.[12] Although it
would go outside of the scope of this article to
enumerate the manners in which these states argue that
serving such production orders does not encompass any
unlawful extraterritorial enforcement of their laws, the
fact that these countries do not believe that the use of
these powers is an illegal extraterritorial assertion of
their jurisdiction to enforce may have use in illustrating
the fact that Belgium and the Netherlands are far from
alone in their belief that no illegal assertion of
extraterritorial jurisdiction is at play.

International law and the Cybercrime
Convention
In an attempt to help clarify the issue of possible
extraterritorial enforcement and to shed some light on
the differing ways the US, Belgium and the Netherlands
view the lawfulness of production orders regarding
information stored outside their borders, it may be
useful to take a step back and look the issue from a
more international perspective.
As generally understood, jurisdiction entails the right of
a sovereign state to both prescribe and enforce laws.
Serving production orders, either in the form of a
warrant or under a different form of coercive measure,
falls under the jurisdiction to enforce. In the classic
Westphalian understanding, this right was limited to a
state’s territory. However, since the SS Lotus case of
1927[13], it has been more or less a staple of
international law that states are entitled to enforce their
laws outside their own territory by virtue of either (ad
hoc) permission of the foreign state where the
enforcement is implemented or of international
agreements.
The international agreement that could be most helpful
in shedding some light on the differing interpretations
of the lawfulness of production orders regarding
information stored abroad is the Council of Europe
Convention on Cybercrime 2001 (the 'Cybercrime
Convention').[14] This Convention has been ratified by
the US and most European countries, including Belgium
and the Netherlands.[15]
Article 18 paragraph 1 of this convention regards data
production orders and reads as follows:
‘1 Each Party shall adopt such legislative and
other measures as may be necessary to
empower its competent authorities to order:
a) a person in its territory to submit specified
computer data in that person’s possession or
control, which is stored in a computer system
or a computer-data storage medium; and
b) a service provider offering its services in the
territory of the Party to submit subscriber
information relating to such services in that
service provider’s possession or control.’
This paragraph requires Member States, sub a, to adopt
legal measures that make it possible for authorities
within the state to serve production orders to persons
both natural and legal within their territory to submit
data that is under their control.[16] The Explanatory
Memorandum to the Convention explains that Article 18
paragraph 1 sub a also pertains to situations in which
the data to be produced is stored remotely, but can be
controlled from within the ordering state’s territory. In
other words, the company that is served the production
order must produce data over which it has control from
within the territory of the state requesting the data, but
the data itself does not need to be stored within the
territory.[17]
It may carefully be concluded that Dutch legal History
and the verdict of the Overijssel District Court could be
said to be consistent with the treaty obligations that
result from Article 18 of the Cybercrime Convention, as
the Netherlands seems to have implemented a legal
measure that makes it possible for a production order to
be served to a company residing in its territory to
produce data (under its control) that is stored abroad.
Paragraph 1 sub b of Article 18 of the Cybercrime
Convention concerns slightly more far-reaching
legislative measures regarding production orders for
subscriber information.[18] This subparagraph requires
member states to enact legislation that makes it possible
to serve production orders regarding subscriber
information to any service provider offering its services in
the territory of the state. It is important to note that the
internet service provider need not be domiciled in the
state serving the production order as long as it provides
its services in that state.[19] The Cybercrime Convention
Committee (T-CY) cloud evidence group explicitly
acknowledges the possibility that the subscriber
information to be produced is stored on servers in other
jurisdictions, but reiterates that Article 18 paragraph 1
sub b provides for production orders of subscriber
information irrespective of where this information is
actually stored.[20]
It can be noted that the production order under Article
18 paragraph 1 sub b was the type of coercive measure
being challenged in the aforementioned Yahoo! Belgium
case. There the Belgian Supreme Court found that
because Yahoo! was active in the Belgian market it
could be directed to produce subscriber information to
Belgian authorities via a Belgian production order. The
Belgian view of the lawfulness of this type of production
order (here relating to subscriber information) regarding
data stored abroad can therefore also be seen as being
in accordance with the possibilities and obligations
under Cybercrime Convention.

The US Microsoft decision and
international law
Aside from practical criticism,[21] critics of the Second
Circuit’s Microsoft opinion have focused mostly on
whether a production order served on a US company on
US soil regarding information stored abroad was
correctly deemed by the Second Circuit to be an
extraterritorial enforcement of US law. For example, the
judges who dissented from the denial of the rehearing
en banc seemed to share the opinion that the Second
Circuit had erroneously concluded that this was an
extraterritorial application of the statute. This criticism
finds support in the Dutch and Belgian legal views on
the question of whether production orders become
‘extraterritorial’ in nature merely due to the requested
content being stored abroad.
In contrast, the US judiciary seems to have neglected the
question of whether this extraterritorial application
would be unlawful under international law (even if the
US production order could under the circumstances be
seen as being an extraterritorial application of a coercive
measure).
As mentioned, the extraterritorial enforcement of a
country’s laws may be allowed either by virtue of (ad
hoc) permission of the other state or by virtue of an
international agreement. In this case, the Cybercrime
Convention, being an international agreement, not only
allows for production orders to be served regarding data
stored abroad, it positively obligates member states
(such as the US) to provide the necessary legal measures
to make those types of production orders possible.
From an international law perspective, it is somewhat
peculiar that the Second Circuit made no mention of the
positive obligations that stem from the Cybercrime
Convention during its assessment of whether the
extraterritorial application of the production order was
unlawful. Although the US does not provide the same
priority to convention obligations as certain other
countries the Second Circuit may have reached a
different decision if it had relied upon the Cybercrime
Convention as an enforceable authority. Such an
interpretation would conform with the guiding principle
of US law that, where fairly possible, a statute is to be
construed so as not to conflict with an international
agreement to which the US is a party.[22], [23]
From an international law perspective, it seems more
peculiar still that the DoJ’s 200-page certiorari petition
to the Supreme Court in Microsoft failed to include a
single reference to the Cybercrime Convention. Similarly,
the DoJ’s testimony before Congress in support of the
ICPA only briefly mentioned the Convention and did not
allot any attention to the positive obligations that Article
18 put in place for its member states. It would seem
that the existence of these positive obligations should be
at least of some importance to the DoJ’s position in this
legal battle, as they explicitly require the implementation
of the legal measures for which the DoJ is advocating.
The legislation that is now before Congress is, of course,
more complicated than this article has room to discuss.
Aside from the question of jurisdiction and
extraterritoriality, there are many intricate issues of
privacy, comity and internationally conflicting data
confidentiality obligations at play. It remains to be seen
if the ICPA becomes law and how the Supreme Court
will rule on Microsoft. In the meantime, all eyes are on
the US to see how it will influence this increasingly
relevant body of international law. From a global
investigations perspective, especially amongst the other
member states of the Cybercrime Convention, one hopes
that the US legislature and judiciary take the
international obligations of the convention into account
in their deliberations.
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